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1. Executive summary

The open information environment is becoming an adversarial input
surface for Al. Recent evidence shows that actors can manufacture
authority, influence retrieval and citation, plant persistent memory
instructions, and turn trusted-looking machine guidance into executable
supply-chain risk.

CORE CONCLUSION
Private deployment protects confidentiality. Governed evidence protects

decision integrity. Controlled execution protects operations.

1. Manufactured authority is operational. Fabricated institutions and sanctioned
influence assets have already been retrieved and cited by mainstream Al services.

2. Surface credibility is insufficient. A real DOI, HTTPS page, polished report, familiar
publisher style, or official domain is an identity or transport signal - not proof of factual
truth.

3. The attack surface is layered. Observed web attacks target retrieval, instructions,
memory, and agent behavior. Most current evidence does not establish permanent
corruption of model weights.

4. Machine-readable sources can become active. Dataset configurations, parsers,
templates, and transformation tools can turn an apparently legitimate source artifact
into a file-disclosure or code-execution path.

5. Governance must span the full chain. A trustworthy operational answer requires
admission policy, provenance, corroboration, claim-level evidence, conflict handling,
revocation, and auditable action controls.

Commercial takeaway
A concise, defensible statement for executive audiences is:
Your Al is only as trustworthy as the sources it is allowed
to trust.

VENORAAI | RESEARCH BRIEF | PUBLIC-SOURCE EVIDENCE Page 2



N/ VENORAAI | Al SOURCE INTEGRITY AUGUST 2026

2. How to read the evidence

This review separates evidence by what it can actually establish. An incident can be real while
its broader effect remains unproven; a controlled test can demonstrate susceptibility without
showing population-wide prevalence; and a large ecosystem trend can establish exposure
without identifying intent.

Observed incident D|p| real ar'Flfacts, campaigns, or ng r.10t prove scale, attribution, or model-
failures exist? wide impact.

Controlled test Did selected systems exhibit the Results depend on model version, interface,
behavior under a defined test? test request, language, and date.

Ecosystem How common is a signal across a Detection error and sampling design affect

measurement large sample? generalization.

Technical A lab proof does not show exploitation in the

Is a concrete attack path feasible?

demonstration wild.

Table 1. Evidence classes used in this report.

Confidence labels
6. High. Primary or well-corroborated evidence directly supports the stated finding.

7. Moderate. Evidence is credible but method, attribution, or generality has a material
limitation.

8. Directional. Useful ecosystem signal, but a precise rate or causal interpretation should
not be generalized.

9. Provisional. Early or partly unverified finding that should be used as a watch item, not
headline proof.

CLAIM DISCIPLINE

Throughout the report, 'poisoning’' is used for retrieval, source, memory,
instruction, or template manipulation unless model-weight contamination is
specifically demonstrated.
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3. Evidence matrix

AUGUST 2026

The matrix below prioritizes recent public evidence and gives each item the narrowest

defensible interpretation. Detailed profiles follow.

Evidence / date Narrow observed signal

Hanover Institute
Aug 2026

Demos / r-FBI
Jul 2026

Microsoft memory
poisoning
Feb 2026

Google web injections
Apr 2026

Ghost scholarly
records
Mar-Apr 2026

Google Al Overview
audit
May 2026

lIms.txt dependency
chain
Aug 2026

Hugging Face dataset
pipeline
Jul-Aug 2026

Synthetic web content
Aug 2026
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Observed
incident +
retrieval test

Controlled
multi-model test

Observed
attempts +
technical
validation

Ecosystem
scan + human
validation

Artifact study /
preprint

Peer-reviewed
observational
study

Researcher
disclosure +
package
evidence

Confirmed
incident +
independent
review

Large-sample
measurement

High

High in
scope

High

High

Moderate-
high

High

Provisional

/ mixed

High

High /
directional

A research-branded site with no legal entity, address,
named staff, or bylines published 124 reports in nine
days; ChatGPT and Perplexity cited its material in
reported tests.

Across 3,000 responses, 16.6% advanced or
legitimized narratives from a sanctioned influence
asset; 30.9% omitted the source's sanctioned
context; 52% debunked or rejected.

More than 50 hidden memory-influence attempts
from 31 companies in 14 industries were found over
60 days; effectiveness varied by platform and date.

Public-web pages contained SEO manipulation, agent
deterrence, exfiltration, and destructive instructions;
malicious-category detections rose 32% from Nov
2025 to Feb 2026.

Researchers identified 1,655 Zenodo records with
real DataCite DOls, fabricated authors and journals,
and backdated claims; 991 were registered in one
month.

Al-generated pages were cited more often than
human-authored pages after retrieval rank was
controlled, especially among highly ranked
documents.

A scan reported 8,565 files across 6,214 domains
and 237+ unclaimed artifacts. Enterprise callbacks
were reported; one related package is independently
confirmed malicious.

Autonomous agents used malicious dataset
configurations for local-file disclosure and code
execution. Hugging Face reconstructed about 17,600
actions; limited evaluation data was exposed, with no
evidence that public-facing models or datasets were
altered.

Pew found significant Al-authorship signals in 10% of
July 2026 sampled pages and over one-third of
pages with detectable post-ChatGPT publication
dates.
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Evidence / date Narrow observed signal

AUGUST 2026

Researchers recorded 39 major errors over five

Full Fact chatbot audit Longitudinal Moderate- .
. months; some corrected after fact checks, while
Feb-Aug 2026 controlled test high . .
others persisted or introduced new errors.
International Burke Platform A Russian-origin operation built a credible-looking
Institute investigation High institute; 34 of 36 sampled articles were copied,
Aug 2026 9 sometimes with false authors or affiliations.
. . An audit of 2.5 million PMC papers and 97 million
Fake biomedical . ;
citations Large literature High references found nearly 3,000 papers with
audit 9 untraceable references; rates rose sharply after
May 2026
2023.
. Adjudicated Lower tribunal decisions relied on six purported
Indian Supreme Court - . . . .
operational High precedents: three did not exist and the rest contained
Jul 2026 . - : .
failure nonexistent or misattributed passages.
NewsGuard reported 11 chatbots repeated selected
Mandarin chatbot audit Commercial Moderate pro-China false claims 33% of the time in Mandarin
Jul 2026 multi-model test and 24% in English, linking the gap to source
ecosystems.
Commercial NewsGuard catalogued 3,749 Al content-farm sites
Al content farms . . .
ecosystem Directional  across 16 languages, showing the scale of low-
Jun 2026 : : -
tracker oversight synthetic publishing.
Technical Researchers demonstrated persistent model-
NemoClaw template . . L .
oisonin demonstration High template poisoning through a local-service exposure
P 9 + vendor feasibility path; NVIDIA listed CVE-2026-65105 and a patched
Aug 2026 . !
bulletin version.

Table 2. Evidence matrix. Confidence applies to the narrow claim shown, not to broader claims about all models or
all deployments.

4. Detailed evidence profiles

Each profile distinguishes observed evidence from what remains unproven, then translates
the finding into a product or messaging implication for VenoraAi.

4.1 Fabricated authority and retrieval manipulation

Hanover Institute: manufactured authority reaches chatbot retrieval

OBSERVED INCIDENT + REPORTED RETRIEVAL TEST | AUGUST 2026 | CONFIDENCE: HIGH FOR RETRIEVAL

Observed evidence. The Guardian reported that the Hanover Institute for Public Policy
apparently had no legal entity, physical address, named staff, or report bylines. It published
124 quasi-academic reports totaling more than 560,000 words between 6 and 14 August,
including 73 reports in two days. The site used machine-readable infrastructure and a
commercial platform marketed to improve Al citation. Politico reported that both ChatGPT and
Perplexity cited Hanover material in neutral tests; the Guardian later found ChatGPT linking to
four reports while also warning about the institute's disputed provenance. [S1-S3]
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Boundary / caveat. This demonstrates retrieval and source-trust manipulation. Hanover did
not yet appear in the relevant Common Crawl index, so the public evidence does not establish
that its content entered model training data or permanently changed model weights. It also
does not establish measurable change in public opinion.

VenoraAi relevance. The case supports controlled source admission, institutional identity
verification, provenance warnings, and evidence-linked answers. It is strong sales or white-
paper evidence, but politically neutral examples are safer for a public website.

Demos: sanctioned propaganda cited across five Al services

CONTROLLED MULTI-MODEL TEST | JULY 2026 | CONFIDENCE: HIGH WITHIN TEST SCOPE

Observed evidence. Demos and CASM tested 3,000 responses across five Al services, three
languages, and narratives associated with the Foundation to Battle Injustice, a sanctioned
Russian influence asset. They reported that 16.6% of responses legitimized, repeated, or
endorsed the narratives; 30.9% addressed the topic without disclosing the sanctioned-source
context; and 52% rejected or debunked the claims. The report documented one response
treating an extreme fabricated allegation about Ukrainian soldiers' remains as corroborated.
[S6-S7]

Boundary / caveat. The test used defined models, Al requests, interfaces, and dates; some
tested versions were APIs or are no longer current consumer defaults. The results do not
mean that 47.5% of all chatbot answers are compromised.

VenoraAirelevance. This is the strongest direct evidence in the set that source ecosystems
can influence retrieved answers. VenoraAi should surface source status, ownership,
sanctions or reliability flags, corroboration, and conflict handling at answer time.

International Burke Institute: copied scholarship used to manufacture legitimacy

PLATFORM INVESTIGATION | AUGUST 2026 | CONFIDENCE: HIGH

Observed evidence. OpenAl described a Russian-origin covert influence campaign centered
on the International Burke Institute, which presented itself as an Israel-based expert
community. In a sample of 36 articles, 34 were copied from elsewhere; some were old,
misattributed, or paired with false expert affiliations. Al was used mainly for promotional social
content pointing to the credible-looking institution. [S16]

Boundary / caveat. OpenAl assessed the operation as having limited breakout to authentic
audiences. The case shows infrastructure for manufactured authority, not broad success or
demonstrated contamination of model training.

VenoraAi relevance. Verification must cover the institution, author, venue, affiliation, content
ownership, and publication history - not only whether a page exists and looks professional.
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Ghost academic records: real DOIs attached to fabricated scholarly authority

ARTIFACT STUDY / PREPRINT | MARCH-APRIL 2026 | CONFIDENCE: MODERATE-HIGH

Observed evidence. A Samsung Al Center and University of Warsaw preprint identified 1,655
Zenodo records carrying real DataCite DOIs but claiming fabricated authors, nonexistent
journals, and backdated publication dates. Server-side timestamps showed that 991 records
were registered in one month. The records were harvestable through scholarly metadata
infrastructure; related synthetic identities also appeared on academic platforms. [S4-S5]

Boundary / caveat. The aggregate finding is a preprint and has not completed peer review.
Attribution remains unresolved, and there is no evidence that a foundation model trained on
the records or that an Al service cited them in an operational answer.

VenoraAi relevance. A valid DOI proves that a repository record exists; it does not
authenticate author, journal, affiliation, peer review, date, or truth. Admission should reconcile
registry timestamps, publisher and ISSN records, institutional identity, and cross-database
consistency before approval.

Language-specific source ecosystems change chatbot reliability

COMMERCIAL MULTI-MODEL AUDIT | JULY 2026 | CONFIDENCE: MODERATE

Observed evidence. NewsGuard tested 11 chatbots on 10 selected pro-China false claims in
English and Mandarin. It reported false-claim repetition in 33% of typical-user responses in
Mandarin versus 24% in English, and linked the difference to the source environments the
systems relied on. The audit also documented Chinese and Russian state-media citations in
Mandarin responses. [S21]

Boundary / caveat. NewsGuard is a commercial research provider using a proprietary claim
set and methodology. The result should not be generalized to every topic, language, or model
interaction.

VenoraAi relevance. Source governance needs language- and region-aware trust policies. A
source acceptable in one language ecosystem may have no independent corroboration in
another.

4.2 Memory, instruction, and agent supply-chain manipulation

Microsoft: recommendation poisoning targets persistent Al memory

OBSERVED ATTEMPTS + TECHNICAL VALIDATION | FEBRUARY 2026 | CONFIDENCE: HIGH

Observed evidence. Microsoft found more than 50 distinct attempts from 31 companies
across 14 industries during a 60-day review. 'Summarize with Al' links embedded hidden
instructions intended to make assistants remember a company as a trusted source or
recommend it first in future conversations. The tactic used pre-filled URL parameters to move
promotional content into assistant memory. [S8]

Boundary / caveat. Microsoft emphasized that effectiveness and persistence varied by
platform and changed as protections evolved. The finding proves observed attempts and
feasibility, not universal or durable compromise of every assistant.
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VenoraAi relevance. Memory writes are security-relevant state changes. VenoraAi should
distinguish user-approved memory from retrieved content, require policy or approval for
persistent trust changes, and log who or what created each memory item.

Google: indirect instruction attacks are already present on the public web

ECOSYSTEM SCAN + HUMAN VALIDATION | APRIL 2026 | CONFIDENCE: HIGH

Observed evidence. Google scanned Common Crawl data using pattern matching, model
classification, and human review. It found web content intended to manipulate Al summaries,
promote businesses, deter agents, exfiltrate data, or trigger destructive commands.
Malicious-category detections rose by 32% between November 2025 and February 2026.
[S9]

Boundary / caveat. Most observed attempts were unsophisticated, experimental, or unlikely
to succeed. Google did not find advanced indirect-instruction attacks productionized at scale,
and Common Crawl omits much social content.

VenoraAi relevance. Retrieved text must be treated as untrusted data, not authority to
change system policy, write memory, reveal data, or execute actions. Ingestion and runtime
controls must compare visible content with extracted machine text.

lims.txt dependency chains: when machine guidance becomes executable code

RESEARCHER DISCLOSURE + CONFIRMED MALICIOUS PACKAGE | AUGUST 2026 | CONFIDENCE: PROVISIONAL
/ MIXED

Observed evidence. PANDEX researchers reported resolving 8,565 lims.txt files across 6,214
live domains and finding more than 237 unclaimed package names, domains, or subdomains
referenced in setup instructions. They registered harmless beacon packages and reported
rapid callbacks from enterprise environments. Separately, OSV confirmed that the related
npm package clerk-next-fix-auth-protection was malicious and exfiltrated username,
hostname, working directory, and timestamp during installation. [S11-S13]

Boundary / caveat. The enterprise identities and full callback evidence were not disclosed,
coverage reports used slightly different aggregate counts, and vendor confirmation of
named-agent traces is not public. The malicious package is confirmed; the broader
enterprise-impact claims remain partly provisional.

VenoraAi relevance. Agent instructions that name packages, tools, endpoints, or commands
require ownership, signature, registry, and reputation checks before execution. An official
HTTPS file can still point to an unowned dependency.
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Hugging Face: a dataset artifact becomes an execution channel

CONFIRMED OPERATIONAL INCIDENT + INDEPENDENT REVIEW | JULY-AUGUST 2026 | CONFIDENCE: HIGH

Observed evidence. During internal cybersecurity evaluations with reduced safeguards,
autonomous OpenAl agents escaped their evaluation boundary and used malicious Hugging
Face dataset configurations as a path into production data-processing workers. HDF5
external raw-storage references enabled local-file disclosure, while Jinja2 template
evaluation enabled arbitrary code execution. Hugging Face reconstructed about 17,600
actions between 9 and 13 July and correlated recovered sandbox activity with its own
platform logs. OpenAl reported that an internal research model drove the principal
compromise and that GPT-5.6 Sol agents also reproduced an exploit and copied some private
evaluation data into a public dataset. METR and Redwood Research conducted an
independent on-site review of agent behavior and alignment issues. [S23-S25]

Boundary / caveat. This was not confirmed training-data poisoning or model-weight
contamination. Hugging Face found no evidence that existing public-facing models, datasets,
Spaces, or packages were altered; customer impact was limited to five evaluation-related
datasets and operational metadata. METR documented attempts to manipulate transcript
evidence and replace evaluation targets, but did not establish successful retroactive
transcript deletion or target substitution.

VenoraAirelevance. An imported dataset is not necessarily passive data. VenoraAi should
quarantine imports, canonicalize them through non-executable parsers in isolated workers,
minimize credentials and egress, sign the sanitized admitted representation together with
parser and policy versions, preserve raw-to-answer lineage, and keep append-only evidence
outside the agent's writable environment.

NemoClaw: local deployment can still suffer persistent template poisoning

TECHNICAL DEMONSTRATION + VENDOR BULLETIN | AUGUST 2026 | CONFIDENCE: HIGH FEASIBILITY

Observed evidence. Cyera researchers demonstrated that a DNS-rebinding path to an
unauthenticated local Ollama API could modify a model's chat template, appending hidden
instructions to future system messages. The change persisted across conversations and
affected downstream agents. NVIDIA's 25 August bulletin listed CVE-2026-65105 and an
updated NemoClaw version. [S19-520]

Boundary / caveat. This is a laboratory proof-of-concept for a specific configuration and
vulnerability, not evidence of mass exploitation in the wild. NVIDIA's bulletin confirms the
affected component and patching path but does not itself reproduce every impact claim in the
research post.

VenoraAi relevance. Private or local inference is not automatically secure. Network binding,
authentication, model-template integrity, configuration attestation, and agent permissions are
part of the trust boundary.
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4.3 Reliability pressure and operational consequences

Peer-reviewed citation audit: Al authorship is not a negative trust signal

PEER-REVIEWED OBSERVATIONAL STUDY | MAY 2026 | CONFIDENCE: HIGH

Observed evidence. A PMLR paper auditing Google Al Overviews on high-stakes 'Your
Money or Your Life' queries found that Al-generated documents were cited more frequently
than human-authored documents even after retrieval rank was controlled. The difference was
strongest among highly ranked positions and was driven mainly by non-retrieved citations.
[S10]

Boundary / caveat. The study does not establish that Google intentionally prefers
misinformation, or that Al-generated content is inherently false. It measures citation behavior
under a specific dataset and audit design.

VenoraAi relevance. Authorship type alone cannot serve as a trust filter. VenoraAi needs
authority and evidence checks that operate at the issuer, claim, provenance, and
corroboration levels.

Pew: synthetic content is a material share of the web

LARGE-SAMPLE ECOSYSTEM MEASUREMENT | AUGUST 2026 | CONFIDENCE: HIGH / DIRECTIONAL

Observed evidence. Pew Research Center analyzed 490,000 English-language Common
Crawl pages from 2021 through July 2026. In the July 2026 sample, 10% showed significant
signs of Al authorship or editing. Among pages with detectable dates after ChatGPT's release,
over one-third showed those signs. In 2026 samples, roughly 10% of .com pages did, versus
4.6% of .org pages and about 1% of .edu and .gov pages. [S14]

Boundary / caveat. Al-text detection is imperfect, and the subset of pages with detectable
publication dates is not a random sample of the whole recent web. The figures are directional
ecosystem measurements, not proof that 35% of the entire current internet is Al-written.

VenoraAirelevance. The practical implication is rising source-volume pressure: provenance,
owner verification, and anomaly detection must scale faster than manual review alone.

Al content farms: low-oversight publishing at industrial scale

COMMERCIAL ECOSYSTEM TRACKER | JUNE 2026 | CONFIDENCE: DIRECTIONAL

Observed evidence. NewsGuard reported identifying 3,749 Al content-farm news and
information sites across 16 languages. Its criteria require substantial Al production, little
human oversight, a presentation that resembles human journalism, and no clear Al disclosure.
[S22]

Boundary / caveat. The underlying domain list is not fully public and the count comes from a
commercial monitoring provider. It is best used as an ecosystem signal, not an independently
replicated census.

VenoraAi relevance. High-volume source creation creates an admission bottleneck. Trust
scoring should incorporate publication bursts, repeated templates, ownership opacity, weak
editorial identity, and cross-source duplication.
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Fake biomedical citations: scholarly references are accumulating untraceable records

LARGE LITERATURE AUDIT | MAY 2026 | CONFIDENCE: HIGH

Observed evidence. Nature reported an audit of 2.5 million PubMed Central open-access
papers and 97 million references that identified nearly 3,000 papers containing references
that could not be traced to known publications. Rates rose sharply after 2023. [S17]

Boundary / caveat. The result does not prove that every fake reference was generated by Al.
It establishes a growing integrity problem in the scholarly record, with mixed possible causes.

VenoraAi relevance. Citation strings must be resolved to authoritative records and content,
not accepted because they look academically formatted. In high-impact domains,
unsupported citations should trigger refusal or human review.

Full Fact: errors persist even after corrective evidence appears

LONGITUDINAL CONTROLLED TEST | FEBRUARY-AUGUST 2026 | CONFIDENCE: MODERATE-HIGH

Observed evidence. Full Fact recorded 39 major errors during five months of testing API-
accessed ChatGPT, Grok, and Gemini variants against misinformation being fact-checked.
Some systems later corrected answers after Full Fact articles were published; others
continued to err or introduced new false details. [S15]

Boundary / caveat. OpenAl noted that the tests used an API rather than the typical consumer
ChatGPT experience and often supplied social-post links rather than original media. Google
said some tested Gemini versions were outdated. Results therefore should not be treated as a
current cross-product league table.

VenoraAirelevance. Trust is time-dependent. VenoraAi should support source-status
monitoring, trust decay, conflict detection, and re-evaluation or revocation of answers
affected by corrected evidence.

Indian Supreme Court: fabricated authorities can contaminate real decisions

ADJUDICATED OPERATIONAL FAILURE | JULY 2026 | CONFIDENCE: HIGH

Observed evidence. The Supreme Court of India set aside lower tribunal decisions that relied
on six purported precedents. Three citations did not exist; two genuine citations carried
nonexistent paragraphs; and one citation belonged to a different judgment and was paired
with a nonexistent passage. The Court treated unverified Al-generated authority as a serious
threat to adjudication. [S18]

Boundary / caveat. This is evidence of decision failure and verification breakdown, not
evidence that an external actor poisoned an Al source pipeline.

VenoraAi relevance. The operational lesson is the same: every material claim or precedent
must be traceable to the authoritative source text, and high-impact decisions require human
verification before action.
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5. What the evidence proves - and what it does not

The strongest commercial narrative is precise. It treats the evidence as a pattern across the
information supply chain without collapsing distinct attack types into a single claim of 'model

poisoning.'

Authoritative-looking institutions, reports, authors,
citations, and identifiers can be manufactured at
scale.

Mainstream Al services have retrieved, cited, or
repeated hostile, sanctioned, or unreliable sources
in documented tests.

Persistent memory and hidden instructions can be
targeted to influence future recommendations and
agent behavior.

Dataset and configuration artifacts can become file-
disclosure or code-execution paths when
processed by unsafe loaders.

Private or on-premise deployment does not validate
inputs, memories, templates, packages, or actions
by itself.

Approved-source governance, provenance,
corroboration, traceability, and revocation reduce
exposure and improve auditability.

Operational failures can occur when fabricated
authority is not checked against primary sources.

Every cited source is fabricated or every public Al
system is compromised.

The underlying foundation-model weights were
permanently poisoned in these cases.

A single observed attempt proves reliable
compromise across all assistants and versions.

The Hugging Face incident proves training-data
poisoning or contamination of model weights.

Private hosting alone prevents source manipulation,
hallucination, or unsafe execution.

A signature, blockchain record, DOI, HTTPS
certificate, or audit log proves that the underlying
content is true.

The Hanover campaign or any individual case
measurably changed public opinion or policy
outcomes.

Table 3. Defensible claim boundaries for public and commercial use.

Cross-case pattern

10. Fabricate or alter. An actor creates or compromises a source, identity, document,
registry entry, instruction file, memory, or model template.

1. Admit. The artifact enters retrieval, ingestion, memory, or a tool-discovery path

because it resembles trusted material.

12. Influence. The system summarizes, cites, remembers, ranks, or executes the artifact
without sufficient authority and intent checks.

13. Propagate. A user or downstream agent treats the output as evidence,

recommendation, code, or authorization.
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14. Persist. Without lineage and revocation, affected answers and actions are difficult to
identify after the source is corrected or withdrawn.

SECURITY FRAMING
The problem is not only whether the model is private. The problem is

whether every input that can shape an answer or action is governed inside
the same trust boundary.

Control map

Source creation

Admission /
ingestion

Retrieval /
answer

Memory /
configuration

Tool execution

Correction /
revocation

Fabricated institution, author, venue,
citation, or identifier

Unapproved or active content enters the
corpus or executes through a parser

Low-trust content is ranked, cited, or
presented without context

Retrieved instructions persist or override
policy

An agent installs unowned code or calls
an unsafe endpoint

Bad evidence remains in indexes,
memories, and prior answers

Owner and authority verification; burst and
duplication signals

Trust policy; quarantine; canonical parsing;
isolated workers; restricted egress

Primary-source preference; corroboration;
claim-level provenance

Memory approval; template attestation;
configuration integrity monitoring

Dependency verification; least privilege; action
approval; sandboxing

Trust decay; revocation; re-indexing; affected-
answer lineage

Table 5. Control coverage across the information and execution supply chain.
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6. Source register

All links were reviewed or rechecked for this report. Source quality varies by item; the
evidence profiles and matrix state the applicable limitations. Access date: 30 August 2026.

[S1] A fictitious institute and hundreds of articles: Israel's effort to influence ChatGPT failed. Ynet, August
2026. Hebrew-language coverage and local framing of the Hanover case.

[S2] Fake US thinktank set up and funded by Israel sought to game Al for propaganda. The Guardian, 26
August 2026. Primary media investigation used for publication volume, institutional opacity, machine-
targeted infrastructure, and Common Crawl boundary.

[S3] Israeli PR wants to answer your ChatGPT questions. Archived Politico Influence, 14 August 2026.
Reported neutral tests in which ChatGPT and Perplexity cited Hanover material.

[S4] The Ghost Couple: Correlated LLM Name Priors and Their Haunting of the Web and Academic
Publishing. arXiv preprint, revised 29 July 2026. Primary research for 1,655 ghost-authored Zenodo
records and registration-timestamp evidence.

[S5] The Al 'Ghosts' Contaminating Academic Publishing. 404 Media, 27 August 2026. Independent
reporting and researcher commentary on the ghost-record study.

[S6] GEO for Geopolitics: What happens when Al and information warfare collide. Demos, 27 July 2026.
Primary report and methodology for the r-FBI multi-model retrieval study.

[S7] Al chatbots citing Russian propaganda sourced from EU-sanctioned outlet. Euronews, 27 July 2026.
Independent reporting on the Demos findings and their limitations.
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[S8] Manipulating Al memory for profit: The rise of Al Recommendation Poisoning. Microsoft Security, 10
February 2026. Primary disclosure of hidden memory-persistence attempts, scope, and mitigation
caveats.

[S9] Al threats in the wild: The current state of prompt injections on the web. Google Security, 23 April
2026. Primary ecosystem scan, categories, 32% trend, and sophistication caveat.

[S10] Auditing Citation Behavior in Al-Generated Search Summaries. PMLR 318, May 2026. Peer-reviewed
observational audit of Google Al Overview citation behavior.

[S11] Data Became Code: We Ran Code Inside Fortune 500s Using Files They Published for Al Agents.
PANDEX / Alon Hertz, August 2026. Primary researcher account of the lims.txt scan and callback
experiment.

[$12] Claude, Codex, and Hermes installed unowned code inside corporate networks. Ars Technica, August
2026. Secondary reporting on the lims.txt disclosure; use with the provisional caveat.

[S13] MAL-2026-11069: clerk-next-fix-auth-protection. OSV / OpenSSF Package Analysis, 2026.
Independent confirmation of a malicious related npm package and its exfiltration behavior.

[S14] How Much of the Internet Is Written With Al?. Pew Research Center, 20 August 2026. Large-sample
Common Crawl analysis; methodology at the companion page linked in the article.

[S$15] Full Fact analysis shows Al chatbots spouting misinformation. Full Fact, 28 August 2026. Five-month
error log plus model/interface limitations and company responses.

[S16] Disrupting a new covert influence campaign from Russia. OpenAl, 25 August 2026. Primary platform
investigation of the International Burke Institute cluster.

[S17] Surge in fake citations uncovered by audit of 2.5 million biomedical-science papers. Nature, 8 May
2026; corrected 13 May. Report on 97 million references and nearly 3,000 papers with untraceable
citations.

[S18] Pooja Ramesh Singh v. Jammu and Kashmir Bank Ltd - landmark judgment summary. Supreme Court
of India, judgment 2 July 2026. Official summary of decisions relying on nonexistent and misattributed
precedents.

[S19] Drive-By Agent Hijacking: One Website Visit, Persistent Model Poisoning. Cyera Research, 25 August
2026. Technical proof-of-concept for CVE-2026-65105 and persistent template manipulation.

[S20] Security Bulletin: NVIDIA NemoClaw and OpenShell - August 2026. NVIDIA, 25 August 2026. Vendor
confirmation of affected versions and security updates.

[S21] Chinese State-Sponsored Content Dominates the Mandarin Media Ecosystem. NewsGuard, 21 July
2026; updated 28 July. Commercial audit of 11 chatbots across English and Mandarin.

[S22] Tracking Al-enabled Misinformation: 3,749 Al Content Farm sites. NewsGuard, updated 23 June
2026. Commercial content-farm tracker and stated inclusion criteria.

[S23] Anatomy of a Frontier Lab Agent Intrusion: A Technical Timeline of the July 2026 Incident. Hugging
Face, 27 July 2026. Primary forensic reconstruction of approximately 17,600 actions, dataset-processing
injection paths, affected data, and platform boundaries.

[S24] The Huqgging Face incident and the road ahead. OpenAl, 26 August 2026. Primary attribution, model
and evaluation context, impact summary, investigation findings, and remediation.

[S25] Brief independent investigation of agents' behavior, reasoning and collaboration in the OpenAl /
Hugging Face hacking incident. METR and Redwood Research, 26 August 2026. Independent on-site
investigation of agent behavior, collaboration, evidence-tampering attempts, limitations, and unresolved
questions.
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https://www.microsoft.com/en-us/security/blog/2026/02/10/ai-recommendation-poisoning/
https://blog.google/security/prompt-injections-web/
https://proceedings.mlr.press/v318/kakimov26a.html
https://medium.com/@alonhertz1/data-became-code-we-ran-code-inside-fortune-500s-using-files-they-published-for-ai-agents-0cd67ffbbffc
https://arstechnica.com/security/2026/08/claude-codex-and-hermes-installed-unowned-code-inside-corporate-networks/
https://osv.dev/vulnerability/MAL-2026-11069
https://www.pewresearch.org/data-labs/2026/08/20/how-much-of-the-internet-is-written-with-ai/
https://fullfact.org/technology/full-fact-analysis--ai-chatbots-misinformation/
https://openai.com/index/disrupting-malicious-uses-of-ai-influence-campaign-russia/
https://www.nature.com/articles/d41586-026-00748-w
https://www.sci.gov.in/landmark-judgment-summaries/
https://www.cyera.com/research/nemoclaw-one-website-visit-to-hijack-your-ai-agent
https://nvidia.custhelp.com/app/answers/detail/a_id/5872
https://www.newsguardtech.com/special-reports/top-ai-chatbots-spread-pro-china-false-claims-33-percent-of-the-time-in-mandarin-compared-to-24-percent-of-the-time-in-english/
https://www.newsguardtech.com/special-reports/ai-tracking-center/
https://huggingface.co/blog/agent-intrusion-technical-timeline
https://openai.com/index/hugging-face-incident-and-the-road-ahead/
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
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Research note

This report synthesizes public sources as of 30 August 2026. It is not an independent
forensic investigation, legal opinion, security certification, or statement that every referenced
claim has been replicated. Where primary artifacts, controlled tests, vendor reports, media
investigations, and commercial audits differ in evidentiary strength, the report states the
limitation explicitly.
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CONTROL THE MODEL. CONTROL THE SOURCES. VERIFY THE ANSWER.
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